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MMS is an applications package. It bundles a number of application soft wares and concentrates its concerns on the data sharing via public network like the Internet; meanwhile it is ensuring the security of the users’ data by all security and safety means. MMS is designed to meet users’ whole scale needs of data security sharing. Data distribution, parallel retrieving and information localization are the most essential properties of the MMS.

 ***


***


***

This document first gives the general concept of the package, and then, implements the descriptions of all components in the MMS. This document will, however, only emphasize to the public parts in the applications of MMS. It will not present any detailed design of the any applications; those detailed specified design document will be included in separate sheet later. 

1. Introduction to MMS

MMS is a software package for data security sharing via public network like the Internet. MMS’s components are extendable both in number and functions, depending on users requests and development plan. Therefore, there is no determined shape when we talk about the package’s components. 

In the first phase, we intend to bundle MCS and NCS into the package (as showed in the fig. 1 below); i.e. there are only two applications are ready to be bundled in this time though there are many applications intending to be added step by step later on. We call these later applications as candidate applications (CA).

Expect it needed to make special attention to the CAs, Later, we do not touch the design of the CSs in this document. We primarily talk about the whole concept of MMS and the public functional components, which are used by all or at least by most of applications.
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Here, the square boxes with no background color are not supposed to be bundled in the MMS at this moment.

Note: all components in the MMS are relatively independent applications. There are no direct relations among these applications even though they contained in a package; i.e. they may run separately. As components in a package, however, they will meet the users’ requests by all levels and all aspects. In this way, they create a systematic service package.

Before we look into the MMS, let us talk a little to the MCS and NCS first; that will helpful to grasp the concept of the MMS.

· MCS is the acronym of Message Center System. Message Center Software (MCS) is an application, runs on WAN or local intranet network, makes clients who registered with Back-end Server (BES) in the network be able to send any messages to other partners. Messages formatted as EXT ASCII text, Standard Image like BMP, GIF, JPEG, Video of AV and Audio of WAV, can be directed to a client or any clients group. While the terminal side is online mode, a message arrival-alarm is on when a message comes in. Terminal side has a list of the latest messages and user can select and read what he/she would like to (concerning the details of the MCS, we will provide special document in separate sheet).

· NCS refers News Center System. It serves for any authorized people, department or organization (call them authorized users) publishing news via the Internet. Authorized users can publish and distribute news in the means of the public network like the Internet. For doing so, an authorized user just sends his/her news source to the News Center Server regardless of his/her location and timing. The News Center can receive authorized users news sources, store them and spread news by means of the Internet. Everyone who can connect to the Internet and has a browser is able to look into the news. He/She can query from the News Center for special news with keyword or even informing the News Center a specified field of news and get his/her requested news. NCS is not only news publish platform, but also it is a news house accumulated hundreds of thousands of news. In a word, the NCS is a information sharing Machine, which provides users a mechanisms of both publishing and receiving information.

2. Basic Environment of MMS

· Network Environment

Applications in the MMS are supposed to be run on networks. The networks on which applications in the MMS run, can be a local network like an intranet; it also can be a WAN like an Internet; even it can be a wireless network such as W-CDMA, CDMA, or GSM; whatever it is, the basic transmission protocol which supports the data communication should be TCP/IP. Since the current memory size limitation of the CLDs, the applications in the MMS are not supposed to support the whole aspects of the CLDs; they are supposed to provide only some control functions over the central Server’s action from the Network Administrator (NA) via wireless network.  

The primary goal of the applications in the MMS is designed to use on WAN, though it is suitable to run on a local network without obstacles. The general concept of the applications in the MMS is illustrated below in the Fig. 2.

From the Fig.2, you can see that users of the applications in the MMS can share data among different cities or metros via public network—the Internet without data interception. Therefore, they are suitable for the Government level data communication and data sharing.

For example, suppose that the State Environment Protection Agency, provincial Environment Protection Bureau, and the City’s Environment Protection Bureau want to share data among them. Let have look at want they will do for this data sharing. It is, in fact, very simple; they just install a server in every Agency/Bureau; and they can share data with security guarantee!

Because the data will be distributed on the network level, the retrieval of the data processed paralleled; in this way, it not only increases retrieval affect, but reduces the overhead of servers too. When a server on a point comes into a trouble, it will not affect the whole system’s data sharing and even little bad effect on the data search of the whole system.

Data distribution and information localization is one of the essential features of applications in the MMS.



· Runtime Environment

Now, come to the runtime environment of the MMS. We want to select the cross platform language--Java as its development language; therefore, JDK and Tomcat is the basic runtime environment of the applications in the MMS. The runtime environment can be summarized as follows,

(1) JDK 1.3 or later version. Since the applications in the MMS is developed in Java language, the JDK 1.3 will be the basement of both the MMS’s development and runtime environment.

(2) OS: we suggest that the users select FreeBSD/Linux as the MMS’s runtime OS, though MMS need not limit to run on the above two OS. Considering the MMS’s stability and security fact, we strongly recommend that the users select one of the above OS. We prefer FreeBSD than Linux. Because, we think, FreeBSD has much more stability than that of Linux has.

(3) Web Server. We propose to select Apache 1.3.22 or later version.

(4) Servlet Container (Servlet engine). Tomcat 4.0 or later version can be chosen.

(5) Database. MMS expects to support two kinds of database mechanisms. One is the RDB, which is PostgreSQL v7.1.3 or later versions; and the other is the XML database. An ideal setting should have both RDB—PostgreSQL and XML database. RDB mainly used to store relational data of applications in the MMS; meanwhile, XML primarily manages the interface samples and some configuration data.

Theoretically, MMS should run by means of only one of above DB management approaches alone. Nevertheless, XML is always a part of the applications in the MMS, for the applications in MMS need to create their User Interface (UI) dynamically from the specified XML.

(6) Supplement runtime environments. The MMS will need SAX, DOM/JDOM, XSLT, and DTD etc.

(7) Hardware Request. The hardware environment of the MMS is recommended as follows,

CPU: > 800MHz, Memory: >=1Gb; HD: >=18Gb SCSI bus

(8) Client terminal. The client terminal can be a PC with a well-known browser, e.g. IE 5.0 or Netscape 4.0 etc.

Basically, there is no special installed software on the client side, i.e. MMS supports a ‘Thin Client’ structure.

An exception, in some special applications, MMS introduce rarely small amount of embedded components, such as Java Applet/ActiveX. However, this would not destroy the preconditions of the MMS’s ‘Thin client’ structure and even do not reduce the security level.

The Fig.3 illustrates the data flow image of the MMS. The data flow order here does not mean the actual one. The actual data flow chart will be decided later in its related document, i.e. Fig.3 only gives the functional parts of the applications in the MMS. It will not give the relationship among those parts at all.

From the Fig.3, we are ware of the data flow image of the applications in the MMS. Basically, the applications in the MMS have at least three kinds of data sources, one is the XML based data source and the one is the Postgre SQL RDB oriented data source, and the later is the object files in the MMS. There are two caches between the applications and the data interfaces, i.e. SAX/DOM and the JDBC. The primary task of the cache is to make the data process faster; so as to increase the Web server’s response speed and extend the access number limitation of the Web server.

Again, there is an encryption engine in the MMS, through which all data are encrypted when it is sent to outside of the network and decrypted when it is received from outside of the network. In this way, the MMS keeps the data interception out and ensures the data communication securities. Since the data resource communicating through a public network like the Internet takes security risks. It is very important to keep the security of data communication. The MMS Encryption Engine will play security keeper role in the whole MMS.

The communication in MMS is a very basic part of the MMS too; for, the MMS is a network based applications package and it provides services via network to make users share data. It is obvious that without communication, it is impossible to share data.

It is clear that the SAX/DOM XML access engine (SAX/DOM), Postgre SQL JDBC based database access engine (DB JDBC), MMS Cache engine (Cache), Communication Engine (CE), and the MMS Encryption/Decryption and Security Engine (E/D SE) are the essential common functional parts of the MMS. In our design, these parts/components will be given special attention to cope with.












3. Common Functional Units of MMS

There are many applications in the MMS. And the number and the functions of those applications are even not determined in this phase. Therefore, it is impossible to describe the detailed aspects of the components or functions of the applications in the MMS. Nevertheless, we may find some common parts among the applications in the MMS. And this is the primary task of this section.

In the above descriptions on data flow (refer to Fig.3), in fact, we have already figured out several essential and common parts in the MMS applications. They are SAX/DOM XML access engine (SAX/DOM), Postgre SQL JDBC based database access engine (DB JDBC), MMS Cache engine (Cache), Communication Engine (CE), Object files Access Engine (OAE), and the MMS Encryption/Decryption and Security Engine (E/D SE) etc.

We may classify the functional parts of the MMS applications as common and special functions. Fig.4 shows the classification of the MMS applications. Fig.5 figures out the common functional components of the MMS　applications. Since, the special functional parts are not the concern of this document, we will not describe those functional components here in this document. Maybe, they will be conducted in a special sheet respectively, later.











Now, let us have an overview on the common parts of the MMS applications.

· SAX/DOM: Applications need to use this interface to access to XML data or the relative data of XML. Since XML is tree structured and it may define a lot of data items in it, it is not easy to handle XML data directly in our applications for every application. Instead, to suit the need of the applications to access to the XML data, it is better build such an engine that provides some interfaces to the applications in MMS, though, common SAX and DOM have already provided many and well enough functions to access to the XML data, we still need our specified interfaces for our applications in the MMS. These interfaces may include some specified tools for our special XML data managing or handling. Therefore, the SAX/DOM will contain two parts showed in the Fig.6.





In regard to the details of the SAX/DOM in the MMS, a separate sheet of document will be built to deal with them.

· DB JDBC: The applications in the MMS may need a PostgreSQL database access interfaces and tools, so that we are able to manage requested data in the applications. Since both DB JDBC and SAX/DOM are components for data accessing, they are similar in pattern and structure. Fig. 7 indicates the components of the DB JDBC in MMS.





Concerning the details of the DB JDBC in the MMS, we will discuss it later in a separate sheet of document.

· Cache: Cache engine in the MMS will be interfaces only. There is no tools for managing the cache; for it is much more lower level function than that of data management. The cache here means data blocks in the memory. Compared to Cache, the Cache Engine involves interfaces to cope with the cache data. About the design of the cache structure in the MMS, we will provide a detailed document later in a separate sheet.

· OAE: In the applications in the MMS, we have to deal with those object-file data, which are not suitable for the RDB style management. In addition, the client and server communicate data are transmitted as a stream or streams; sometimes, it is a best choice to store them into object-file after have received them.

· CE: The Communication Engine (CE) plays an important role in the applications in the MMS. It is, in fact, a basic part of them. Without CE, there were no the MMS at all. The detailed content of the CE is described in specified document later.

· E/D SE: Transferring sensitive information over a network can be risky due to the following three issues:

(1) You cannot always be sure that the entity with whom you are communicating is really who you think it is.

(2) Network data can be intercepted, so it is possible that an unauthorized third party, sometimes known as an attacker, can read it.

(3) If an attacker can intercept the data, the attacker may be able to modify the data before sending it on to the receiver.

Since the applications in the MMS communicate data via public networks like the Internet and share data with both remote and local partners, the security of the MMS seems to be very critical. To prevent from the eavesdropping and interception, E/D SE should be created elaborately. Concerning the E/D SE cryptographic algorithm and policy, we will touch it later in its related document. It is clear currently that we use an asymmetric cryptography or, Rivest Shamir Adleman (RSA). Public key cryptography requires extensive computations, making it very slow. It is therefore typically used only for encrypting small pieces of data, such as secret keys, rather than for the bulk of encrypted data communications.


Brief history: 

1. 19 Dec. 2001: new document

2. 20 Dec. 2001: added content to E/D SE
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Fig. 1 MMS Components
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Fig.2 MMS Network Environment Image diagram
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Fig.3 Data process flow chart image
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Fig.4 Functional Components of the MMS Applications
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Fig.5 Common Functional Components of the MMS Applications
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Fig.6 Components of SAX/DOM 
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Fig.7 Components of DB JDBC 
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